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[bookmark: _Toc27115][bookmark: _Toc8336][bookmark: _Toc1242553724]应急维护概述目的
[bookmark: _Toc440438014][bookmark: _Toc28476][bookmark: _Toc2617]目的
本文档针对平台提供基本运维、紧急处理等日常维护操作的指导，排查定位系统故障，找出根因，消除故障。
[bookmark: _Toc47724514][bookmark: _Toc10113][bookmark: _Toc28353]人员技能要求
必须具备以下经验和技能:
· 熟悉linux基础知识
· 熟悉docker基础知识
· 熟悉mysql基础知识
· 熟悉tomcat基础知识
[bookmark: _Toc5887][bookmark: _Toc768][bookmark: _Toc1386296630]注意事项
网络安全
· 禁止将便携机、个人PC、个人硬盘、测试仪器、个人手机等存储介质直接接入运维工作的电脑。
· 禁止对外泄漏业务方隐私数据。
系统安全
· 严格限制用户角色，确保不同角色的用户仅有可访问资源的最低操作权限。
· 若遇到疑难问题，维护人员应先详细记录各种原始信息，及时联系运维团队技术支持
数据安全。
· 严格执行备份计划，定期备份系统数据。
[bookmark: _Toc11662][bookmark: _Toc2028712553][bookmark: _Toc3245]使用须知
在使用本手册进行维护操作前，必须已经部署好相应的服务，准备好运维环境和工具，可以登录上去做运维操作。
[bookmark: _ZH-CN_TOPIC_0000001724237657-chtext][bookmark: _Toc1447607820][bookmark: _Toc256000006][bookmark: _Toc14491][bookmark: _Toc28920]掉电类应急维护
[bookmark: _ZH-CN_TOPIC_0000001676158548-chtext][bookmark: _Toc1865746271][bookmark: _Toc16800][bookmark: _Toc256000007][bookmark: _Toc12967]故障现象
系统因不可抗拒的原因意外掉电。
[bookmark: _ZH-CN_TOPIC_0000001724197765][bookmark: _Toc9798][bookmark: _ZH-CN_TOPIC_0000001724197765-chtext][bookmark: _Toc256000008][bookmark: _Toc220949522][bookmark: _Toc2328]故障信息收集
系统因不可抗拒原因，比如自然灾害导致意外掉电。
[bookmark: _ZH-CN_TOPIC_0000001676318256][bookmark: _Toc19479][bookmark: _ZH-CN_TOPIC_0000001676318256-chtext][bookmark: _Toc12360][bookmark: _Toc256000009][bookmark: _Toc1806798270]解决流程
1.重新接电后，请等待20分钟
备注： 各服务器及服务完成启动需要一定时间，运行过程中可参考附录A 检查服务运行状态，观察服务运行状态。
2.检查业务是否正常
使用浏览器访问巡检系统首页，登录验证。


[bookmark: _Toc9903032]附录A 检查服务运行状态

容器状态验证
#容器状态查看
sudo docker ps -a 
如下所示status状态应为Up若容器状态异常则重启异常容器再次查看容器状态，若状态依然异常则联系技术人员进行处理。
#重启容器指令
sdo docker restart 容器名（如下图红框中的NAMES为容器名）
例如重启redis容器  sudo docker restart ydrobot-redis 
[image: ]
Mysql服务验证
#mysql验证
进入容器
sudo docker exex -it 容器id /bin/bash
登录mysql
输入mysql -u root -p 
输入mysql密码
如下所示mysql启动成功;
[image: ]输入use  ydrobot_patrol;
输入show tables;
出现如下图所示数据库表则表示数据库启动正常。
[image: ]
输入select * from algorithm; 
进行算法查询如果查询结果如下图所示code字段可以显示算法信息则表示系统数据库数据正常。
[image: ]
Redis服务验证
进入容器
sudo docker exex -it 容器id /bin/bash
登录redis
auth yourpassword
[image: ]
输入keys * 如下所示启动成功
[image: ]
Ftp服务验证
#ftp服务验证
打开FileZilla工具，新建一个站点。
输入服务器iP、端口、选择隐式的FTP over TLS、输入用户名密码
[image: ]
站点连接成功后可以查看服务器端ydrobot下的文件，如下所示启动成功
[image: ]
Rabbitmq服务验证
#Rabbitmq服务验证
在浏览器中输入： http:/服务器ip:15672
[image: ]
输入用户名密码，点击login，登录成功后
如下所示启动成功

[image: ]
Zlmediakit服务验证
#Zlmediakit服务验证
在浏览器中输入： http:/服务器ip:58080 
如下所示启动成功
[image: ]

Wvp服务验证
# Wvp服务验证
在浏览器中输入： http:/服务器ip:48080 
输入用户名密码
如下所示启动成功
[image: ]
nacos服务验证
# nacos服务验证
在浏览器中输入： http:/服务器ip:18848/nacos
如下所示启动成功
[image: ]
[bookmark: _Toc4700][bookmark: _Toc6279][bookmark: _Toc256000021][bookmark: _ZH-CN_TOPIC_0000001687714162-chtext][bookmark: _Toc348567082]客户端登录问题
[bookmark: _Toc13284][bookmark: _Toc31167][bookmark: _Toc1864556543]首页异常
[bookmark: _Toc787433025]故障现象
巡检系统应用web首页打不开
[bookmark: _Toc432701829]故障信息收集
将登录首页错误截图,如下：
[image: ]
[bookmark: _Toc1291325289]解决流程
步骤1 使用yd用户登录巡检主机服务器，查看应用服务状态是否正常
1检查运行命令检查docker容器状态
sudo docker ps -a
所有应用状态必须是up，所有容器均正常参考步骤2进行排查
[image: ]
2容器状态异常
[image: ]
输入sudo docker logs ydrobot-redis 
[image: ]
查看日志报错内容根据错误提示去解决问题
如需重启容器输入
sudo docker restart 容器名
步骤2 查看接口状态是否正常
查看tomcat的日志文件
[image: ]
查看日志报错内容根据错误提示去解决问题
如需重启容器输入
sudo docker restart tomcat
[bookmark: _Toc19441][bookmark: _Toc16876][bookmark: _Toc1743811805]登录异常
[bookmark: _Toc21007][bookmark: _Toc10134][bookmark: _Toc48190305]故障现象
巡检系统应用web首页可以打开但是登录失败
[bookmark: _Toc30452][bookmark: _Toc18514][bookmark: _Toc203679801]故障信息收集
  在浏览器按F12进入调试模式，在控制台将接口错误信息截图。
[bookmark: _Toc1821548579][bookmark: _Toc5884][bookmark: _Toc12641]解决思路:

步骤1 使用yd用户登录巡检主机服务器，查看应用服务状态是否正常
1.检查运行命令检查docker容器状态
sudo docker ps -a
所有应用状态必须是up，所有容器均正常参考步骤2进行排查
[image: ]
2.连接内查看页面配置
进入页面部署路径检查配置文件
cd ~/docker/mydata/tomcat/data/yd-web-poc 
检查ydbasesetting.js文件中接口配置信息是否有误，如下图所示：
[image: ]
3.排除接口配置错误后查询巡视系统日志文件
打印容器日志,查看日志中是否存在异常信息
sudo docker logs tomcat -f --tail=200
[image: ]
根据错误提示去解决问题。
[bookmark: _Toc8607][bookmark: _Toc7919][bookmark: _Toc1147585372]算法相关问题
[bookmark: _Toc25043][bookmark: _Toc393607041][bookmark: _Toc22438]deformation算法启动失败
[bookmark: _Toc460734093]故障现象
deformation算法程序无法启动
[bookmark: _Toc2130864820]故障信息收集

截图算法日志页面

[bookmark: _Toc1050788053]解决思路:
#如果服务启动失败，请使用yd用户登录分析主机服务器检查日志：
#sudo journalctl -u deformation.service --no-pager
#确保 [start_deformation.sh]文件存在且具有执行权限：
#进入目录
cd /opt/workspace/deformation/
赋予执行权限
chmod +x start_deformation.sh
3.检查工作目录录中是否包含必要的依赖文件，如 [deformation]
(file:///opt/workspace/deformation/yd_deformation/deformation.py#L0-L0) 和 [libcublas.so.11]
(file:///opt/workspace/deformation/yd_deformation/pixeltovoxel/lib/libcublas.so.11)。
4.查看算法信息配置文件
vim ~//workspace/defect_semantics_runner/config/config.json
[image: ]
检查其中的连接配置是否正确，网络是否连接正常。
defect_semantics算法启动失败
故障现象
defect_semantics算法程序无法启动
故障信息收集

截图算法日志页面

解决思路:

#如果服务启动失败，请使用yd用户登录分析主机服务器检查日志：
1. 如果服务启动失败，请检查日志： 
sudo journalctl -u defect_semantics.service --no-pager 
2. 确保 start_defect_semantics.sh 文件存在且具有执行权限：
#进入目录
cd /opt/workspace/defect_semantics/
chmod +x start_defect_semantics.sh 
#再次启动程序若仍无法启动则执行步骤3
3. 检查工作目录中是否包含必要的依赖文件，如 defect_semantics_runner 
和 libcublas.so.11。 
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out low nenory condttion, see https://qithub.con/Jenalloc/ enalloc/ ssues/1328. To fix this \ssue add 'vm.overcommit_nenory = 1' to fetc/sysctl.conf and then reboot or run the conmand 'sysctl vn.overcomn

Le-nenory=i” for this to”take effect

C 18 Aug 2025 0000008000000 Redts 15 starting 0080008000000

C 18 Aug 2025 bits=o4, connit=00000000, nodifieds=1, pid=1, Just started

{ cf-bucket-stze

{ cf-tattial-stze 102
{ cf-nax-tterations 2
{ cf-expanston-factor

€ cf-nax-expanstons  : 3

o642 + Hodule b Loaded fron /ust Local /Lib/redts/modules/redisblomn.so

(Cttongao-e1767b1)
10.643 + <search> Low Level apl verston 1 tnttialized successfully

i * ON, prefix min length: 2, nin word length to sten: 4, prefix nax expansions: 200, query tineout (ns): 5¢
hax doctable size: 1008000, nax number of search results: 100900,

0.

tineout policys fatl, cursor read size: 1000, cursor

H role change nottficatton
o.643  <search cluster conflouratlon: AITO partitions, type: 6, coordtnator tlneout: ems
16644 + <searchs Reglster write connand:

e e b L e e R L P
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925-08-20 16:00:29.001 INFO 1 --- [ scheduling-1] c.e.ydrobot.modules.cron.task.RobotTask : PAFIHKEE: e, list: [
925-08-20 16:00:29.994 INFO 1 --- [ Async-24] c.e.demo.modules.schedule.CameraTask : KE:1,PAY: [TaskQueue(id=2, code=null, name=FTEE{ESS, type=1, priorit
edStartTime=Thu Jul 10 08:00:00 CST 2025, cycleMonth= cycleExecuteTime=, cyclestartTime=Thu Jul 17 ©8:00:60 CST 2625, cycleEndTim
Type=1, intervalExecuteTime=, intervalstartTime=Thu Jul 10 08:00:06 CST 2025, intervalEndTime=Mon Aug 25 68:00:00 CST 2025, taskType=4, taskFlag=
va. lang. NunberFormatException: For input string

at java.lang.NumberFormatException. forInputstring(NumberFormatException. java:65)

at java.lang.Integer.parseInt(Integer.java:592)

at java.lang.Integer.parseInt(Integer.]java:615)

at con.example.demo.modules. schedule. CaneraTask. pollTaskCycle(CameraTask. java:85)

at con.example.demo.modules. schedule. CameraTask. run(CameraTask. java:57)

at con.example.demo.modules. schedule. CameraTask$SFastClassBySpringCGLIBS$823b4180. invoke(<generated>)

at org.springframework.cglib.proxy.MethodProxy. invoke(MethodProxy. java:218)

at org.springframework.aop. franework.CglibAopProxySCglibMethodInvocation. invokeJoinpoint(CglibAopProxy. java: 783)

at org.springframework.aop. franework.ReflectivemethodInvocation. proceed(ReflectivemethodInvocation. java:163)

at org.springframework.aop. franework.CglibAopProxySCglibMethodInvocation. proceed(CglibAopProxy. java:753)

at org.springframework.aop. interceptor .AsyncExecutionInterceptor . lanbda$invoke$e(AsyncExecutionInterceptor . java:115)

at java.util.concurrent.FutureTask.run(FutureTask. java:266)

at java.util.concurrent.ThreadPoolExecutor . runorker (ThreadPoolExecutor . java:1149)

at java.util.concurrent.ThreadPoolExecutorShorker . run(ThreadPoolExecutor. java:624)

at java.lang.Thread.run(Thread. java:750)

ue Aug 19 08:00:00 CST 2025, intervalNumber=100, interva
, taskstatus=4, taskHistoryId=null)]

925-08-20 16:00:30.001 INFO 1 --- [  scheduling-1] c.e.demo.modules.schedule.PictureTask  : EBYEEHIT T XK. Jusr/local/images/,B&{%: /2/ccp/
925-08-20 16:00:30.001 INFO 1 --- [  scheduling-1] c.e.ydrobot.modules.cron.task.RobotTask : PAFIKE: e, list: [
925-08-20 16:00:30.994 INFO 1 --- [ Async-25] c.e.demo.modules.schedule.CameraTask : KE:1,PAY: [TaskQueue(id=2, code=null, name=FTEE{E55, type=1, priority=1, devicelevel=4, devicelist=11, f

edStartTime=Thu Jul 10 08:00:00 CST 2025, cycleMonth=, cycleWeek=, cycleExecuteTime=, cycleStartTime=Thu Jul 17 08:00:00 CST 2025, cycleEndTime=Tue Aug 19 08:60:00 CST 2025, intervalNumber=100, interva
fype=1, intervalExecuteTime=, intervalstartTime=Thu Jul 10 08:60:06 CST 2025, intervalendTime=Mon Aug 25 08:00:00 CST 2025, taskType=4, taskFlag=e, taskStatus=4, taskHistoryId=null)]
va. lang. NunberFormatException: For input string
at java.lang.NumberFormatException. forInputstring(NumberFormatException. java:65)
at java.lang.Integer.parseInt(Integer.java:592)
at java.lang.Integer.parseInt(Integer.]java:615)
at con.example.demo.modules. schedule. CaneraTask. pollTaskCycle(CameraTask. java:85)
at com.example.demo.modules.schedule.CaneraTask. run(CaneraTask. java:57)
at com.example.demo.modules. schedule. CaneraTask$SFastClassBySpringCGLIBSS823b4186. invoke(<generated>)
at org.springframework.cglib.proxy.MethodProxy. invoke(MethodProxy. java:218)
at org.springframework.aop. franework.CglibAopProxySCglibMethodInvocation. invokeJoinpoint(CglibAopProxy. java: 783)
at org.springframework.aop. franework.ReflectivemethodInvocation. proceed(ReflectivemethodInvocation. java:163)
at org.springframework.aop. franework.CglibAopProxySCglibMethodInvocation. proceed(CglibAopProxy. java:753)
at org.springframework.aop. interceptor .AsyncExecutionInterceptor . lanbda$invoke$e(AsyncExecutionInterceptor . java:115)
at java.util.concurrent.FutureTask.run(FutureTask. java:266)
at java.util.concurrent.ThreadPoolExecutor . runorker (ThreadPoolExecutor . java:1149)
at java.util.concurrent.ThreadPoolExecutorShorker . run(ThreadPoolExecutor. java:624)
at java.lang.Thread.run(Thread. java:750)
925-08-20 16:00:31.001 INFO 1 --- [ scheduling-1] c.e.ydrobot.modules.cron.task.RobotTask : PAFIHKEE: e, list: [
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Brunction (global, factory) {
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typeof deflne === 'function’ & deflne.and 7 define(['exports ], factory) ©
(factory((global.ydbasesetting = (1));
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“undefined’ 7 factory(exports) :
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11 Uanguage: <n-5; en HX

xports BASE APT = “http://192. 108.1.212: 28080 prod-ap1"

1/ AL
exports .VIDEO_BASE_APT = "http://152.166.1.212:8080/ydrobot-video-api";

exports. WEBRTC_APY = “http://172.19.99.117:80";

exports. IMAGE _APT = "http://172.19.99.117:28080 /ydrobot

11 BABRBHBFEER
xports . USERNAKE = “xunian
exports PASSORD = * 123356

exports. INTERVAL_DURATION = 3600;
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|V eamuBmeld LUsFealgom APV L TT oL Asylit=ael L.E A0 AUEHLES stiEuuLELaiist aidsh
tTime=Thu Jul 16 08:00:00 CST 2025, cycleMonth=, cycleWeek=, cycleExecuteTime=, cycleStartTime=Thu Jul 17 08:60:00 CST 2025, cycleEndTim
[lExecuteTime=, intervalStartTime=Thu Jul 10 ©8:00:00 CST 2025, intervalEndTime=Mon Aug 25 08:00:00 CST 2025, taskType=4, taskFlag:
java.lang.NumberFormatException: For input string

at java.lang.NumberFormatException.forInputString(NumberFormatException.java:65)

at java.lang.Integer.parseInt(Integer.jav

at java.lang.Integer.parseInt(Integer.jav

at com.example.demo.nodules.schedule.CameraTask.pollTaskCycle(CameraTask. java:85)

at com.example.demo.nodules.schedule.CameraTask. run(CameraTask. java:57)

at com.example.demo.modules.schedule.CaneraTask$SFastClassBySpringCGLIBS$823b4186. invoke(<generated>)

at org.springframework.cglib.proxy.MethodProxy.invoke(MethodProxy.java:218)

at org.springframework.aop. framework.CglibAopProxy$cglibMethodInvocation. invokeJoinpoint(CglibAopProxy.java:783)

at org.springframework.aop. framework.ReflectiveMethodInvocation.proceed(ReflectiveMethodInvocation. java:163)

at org.springframework.aop. framework.CglibAopProxy$CglibMethodInvocation.proceed(CglibAopProxy.java:753)

at org.springframework.aop.interceptor.AsyncExecutionInterceptor.lanbda$invoke$o(AsyncExecutionInterceptor.java:115)

at java.util.concurrent.FutureTask.run(FutureTask.java:266)

at java.util.concurrent.ThreadPoolExecutor.runWorker(ThreadPoolExecutor . java:1149)

at java.util.concurrent.ThreadPoolExecutorShorker . run(ThreadPoolExecutor . java:624)

at java.lang.Thread.run(Thread.java:750)
2025-08-20 16:19:58.001 INFO 1 --- [ scheduling-1] c.e.ydrobot.modules.cron.task.RobotTask
2025-08-20 16:19:58.001 INFO 1 --- [  scheduling-1] c.e.demo.modules.schedule.PictureTask

» HEVILELTVEL=R, UEVILELLSL=LL, TLAEMSLC
0 CST 2025, intervalNumber=100, intervalType=1, interva
, taskstatus=4, taskHistoryId=null)]

BPAFIKE: o, list: []
TEBSBIT T XHFE: Jusr/local /inages/, BiZ: /2/cco/
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bash-4.2# mysql -u root -p

Enter password:

Welcome to the MysQL monitor. Commands end with ; or \g.
Your MysQL connection id is 6

server version: 5.7.39 MysQL Community Server (GPL)

Copyright (c) 2080, 2622, Oracle and/or its affiliates.
Oracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective

owners.

Type ‘help;' or '\h' for help. Type '\c' to clear the current input statement.

mysql> I
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mysql> show tables;

fo

Tables_in_ydrobot_patrol

alarn_config
algorithn
algorithm_paran
algorithm_sub
analysis_request
analysis_result
channel
defect_type
device

device_type
gen_table
gen_table_colunn
infrared_result
patrol_alarn
patrol_device
patrol_device_alarn
patrol_point
patrol_point_tag
patrol_result
preset_action
preset_pos

station
station_area
station_maint_area
sys_config
sys_dept
sys_dict_data
sys_dict_type

sys_menu
sys_notice
sys_oper_log
sys_post
sys_role
sys_role_dept
sys_role_menu

sys_user
sys_user_post
sys_user_role
task
task_history
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